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Claims 



What Is Claimed Is: 



jnethod for updating data for a first processing entity, for detection by at least a 
seconcriM^cessing entity comprising the steps of: 

detectin^aoieed to update data for the first processing entity, based on a 
communication with tttevsecond processing entity; 

automatically redirectiYig^communication from the first processing entity 
and the second processing entity, to ohefirst processing entity and a third 
processing entity, under control of the secoh^ processing entity, in response to 
detecting the need to update data ; and 

providing update complete data, under contrb^of the third processing 
entity, for the second processing entity. 



The method of claim 1 in cMdix lg the step of providing updated data for the first 
processing entity, by the ihn^processing entity. 

The method of claim 1 including the step of providing update confirmation data 
from th^first processing entity to the third processing entity. 

The method of claim 1 wherein the step of providing update complete data 
includes providing thebjxlate complete data for the second processing entity, by 
way of the first processing ehtky. 

The method of claim 1 wherein the stej^of providing update complete data 
includes providing the update complete dateKo the second processing entity. 



TEeTH5thed-43il£^ the step of determining whether a connection 

request between the first processmg"Sn^^ processing entity 

includes a cookie associated with the second processing entrE^T^— 
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e method of claim 1 wherein the data includes certificate data and wherein the 
method also includes determining whether a certificate update should occur for 
the first processing entity based on whether cookies have been received by the 
first processing entity from the second and third processing entities. 



The method of claim 1 further including the step of automatically redirecting 
communication from the first processing entity and the third processing entity to 
the first processing^ entity and the second processing entity based on update 
confirmation data. 



The method of claim 1 wherein the step of automatically redirecting 
communication from the first processing entity further includes the step of 
sending, by the second processing entity, a uniform resource locator of the third 
processing entity, to the first processing entity in response to the second 
processing entity detecting the need to update data for the first processing entity. 

The method of claim 9 including the\steps of: 

sending, by the third processing entity, update instructions to the first 
processing entity and a request for confirmation of completion of an update; 

sending, by the first processing entity, update confirmation data to the 
third processing entity in response to receiving the request for confirmation of 
completion of an update. 



The method of claim 1 wherein the step of providing trodate complete data under 
control of the third processing entity includes sending a\edirect command back to 
the first processing entity, by the third processing entity, to, direct the update 
complete data to the second processing entity, and wherein the method further 
includes the step of sending, in response to the update complete data, a cookie 



12 





from the second processing entity to the first processing entity to confirm 
acceptance of tne update. 
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A method for updating data for a first processing entity, for detection by at least a 
sec<W processing entity comprising the steps of: 

receiving an automatically redirected communication from a first 
processing ehtjty and a second processing entity, redirected from a first 
processing entityfcqd a third processing entity, under control of the second 
processing entity, in response to a detection of a need to update data for the first 
processing entity; and \ 

providing update complete data, under control of the third processing 
entity, for the second processing entity. 

The method of claim 12 including the steps of: 

sending, by the third processing entity, update instructions to the first 
processing entity and a request for confirmation of completion of an update; 

sending, by the first processing entity, \mdate confirmation data to the 
third processing entity in response to receiving tke request for confirmation of 
completion of an update. \ 
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14. A^method for updating certificates for use by a web browser, for detection by at 
least aN^eb server comprising the steps of: 

detecting a need to update web certificate data for the web browser, based 
on a communication with the web server; 

automatically redirecting, communication from the web browser and the 
web server, to the web browser^m^a processing entity, under control of the web 
server, in response to detecting the neeikto update data, by the web server sending 
a universal resource locator associated with the processing entity to the web 
browser; and \. 

providing web certificate update complete data^ under control of the 
processing entity, for the web server. 

The method of claim 10 including the step of providing updated web certificate 
datsNfor the web browser, by the processing entity in response to the redirected 
communication.. 

16. The method of claim 10 including the step of providing web certificate update 
confirmation date from the web browser to the processing entity. 

1 7. The method of claim rO wherein the step of providing web certificate update 
complete data includes providing the certificate update complete data for the web 
server, by way of [through] tHe web browser. 

18. The method of claim 10 including il^e step of determining whether a connection 
request between the web browser and n^e web server includes a cookie associated 
with the web server. \ 



19. The method of claim 10 including determining whether a certificate update should 
occur for the web browser based on whether cookie^have been received by the 
web browser from the web server and third processing ©ntity. 
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TTiS^metliodof claim 10 further including the step of automatically redirecting 
communication fronrtKe^eb-b^^ and the processing entity to the web 
browser and the web server based on upHate^oxifirmation data. 



rhe'rhe; 



The method of claim 14 including the steps of: 

sending, by the processing entity, update instructions to the web browser 
and a request forconfirmation of completion of an update; 

sending, by the^web browser, update confirmation data to the processing 
entity in response to receiving the request for confirmation of completion of an 
update. ^ 



\ 

The method of claim 14 wherein the step\)f providing web certificate update 
complete data under control of the processing^ntity includes sending a redirect 
command back to the web browser, by the processing entity, to direct the update 
complete data to the web server, and wherein the method further includes the step 
of sending, in response to the update complete data, a cobkie from the web server 
to the web browser to confirm acceptance of the web certific&e update. 



ific^eiipd 
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23. 



24. 



web certificate system comprising: 

a web browser operative to request a connection with a web server; 
web server, operative to detect a need to update web certificate data 
based on th^equest for connection from the web browser wherein the web 
browser automatically redirects communication from the web browser and the 
web server, to the web brcJws^r and a web certificate update controller in response 
to detecting the need to update data^byvthe web server sending a universal 
resource locator associated with the web certificate update controller; and 

the web certificate update controller, in operative communication with the 
web browser, that provides web certificate update cbmplete data for the web 
server. 



The system of claim^ 
updated web certificate 
communication. 





ein the web certificate update controller provides 
for the web browser in response to the redirected 



system of claim 23 wherein the web browser provides web certificate update 
confirmation data to the web certificate update controller. 

26. The system of claim ZSswherein the web certificate update controller provides 
web certificate update compete data by way of the web browser. 



27. The system of claim 23 wherein the weo^erver determines whether a certificate 
update should occur for the web browser bas^on whether cookies have been 
received by the web browser from the web server an^ the software update 
controller. 
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